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PepnepanbHbIN 3aKOH oT 25.07.2002

NMPOABNEHMUE 3KCTPEMUCTCKOW OEATENBbHOCTU (SKCTPEMU3MA)

AKCTpEeMUCTCKanA U TeppopucTUUecKas AeaTenbHOCTb
B

DepepanbHbIX 3aKOHaX

AKCTPEMU3M - cdbopma pagmkanbHOro OTpuLaHus CyLeCcTBYHOLLNX
o0Lienpun3HaHHbIX 0BLECTBEHHbLIX HOPM U MpaBusl B roCydapcTBe CO CTOPOHbI
OTAENbHbIX AL, UNK rpynn).

Ne 114-P3 (pea. ot 01.07.2021)
«O npoTuBoAencTBUMU
3KCTPEMMUCTCKON AEATENIbHOCTU»

HaCUNbCTBEHHOE U3MEHEHNE OCHOB KOHCTUTYLIMOHHOIO CTPOS N HapyLleHue LenoctHocTn Poccunckon ®epepauuu;
nybrnvyHoe onpaBaaHue Teppopusma U MHas TeppopucTMYeckas AeaTenbHOCTb; BO30YyXaeHe counarnbHOW, pacoBow,
HaLWOHaNbHOW UNU PENTUTMO3HON PO3HU;

nponaraHga UCKNIYNTENBHOCTU, NPEBOCXOACTBA MO0 HENOSTHOLIEHHOCTM YenoBeka No NpuU3Haky ero coumnasibHou,
pacoBOW, HALUNOHaNbHOW, PENUIMO3HON UM A3bIKOBOW MPUHALNEXHOCTUN, NN OTHOLLEHUS K PESTUTUN;

HapyLleHue npas, cBOHO U 3aKOHHbBIX MHTEPECOB YerioBeKa 1 rpaXxgaHnHa B 3aBUCMMOCTU OT €ro coumarnbHOW, pacoBOW,
HaUMOHanNbLHOW, PENUrMO3HOM UNN A3LIKOBOW NPUHALAMNEXHOCTHN, UM OTHOLLEHUS K Pernurnm;

BOCNPENATCTBOBAHME 3aKOHHOW AeATENbHOCTM rocyAapCTBEHHbBIX OPraHoB, OPraHOB MECTHOIO CaMoynpaBneHus,
n3bupaTenbHbIX KOMUCCUN, OBLLLECTBEHHbIX U PENTUIMO3HBIX 0ObEANHEHWI N UHbIX OPraHn3aLmin, CoequHEHHOoe

C Hacunmem nnbo yrpo3om ero NPUMEHEHNS;

nponaraHga v nybnuyHoe 4EMOHCTPUPOBAHNE HALMCTCKOM aTpUBYTUKN UK CUMBOSMKN NIMOO aTpnbyTUKN UM CUMBOSUKH,
CXOAHbIX C HALMCTCKOM aTpuByTUKON UM CUMBOSTMKOW 0 CTENEHU CMELLEHWS;

NyOriMYHbIE NPU3bIBLI K OCYLLECTBIIEHNIO YKa3aHHbIX AesiHU N0 MaccoBoe pacnpocTpaHeHe 3aBeoMO
SKCTPEMUCTCKNX MaTepmanos, a paBHO UX U3rOTOBIEHNE UITU XpaHEHMeE B LIeNaX MacCOBOro pacnpocTpaHeHus n ap.




AKCTpEeMUCTCKanA U TeppopucTUUecKas AeaTenbHOCTb
B

DepepanbHbIX 3aKOHaX

G’EPPOPI/I3M - UOEO0N0rNsa HacUMMA N NpakTuka BO3OeNCTBUA Ha MPUHATHE )
®depepanbHbIn 3aKkoH oT 06.03.2006 | peweHusa opraHaMmun rocygapCTBeHHOW BNacTu, opraHaMmm MeCcTHOro

Ne 35-®3 (pea. ot 26.05.2021) | camoynpaBneHusa unn MexgyHapoaHbiMMU opraHn3aunsamu, CBA3aHHbIe C
«O npoTUBOAENCTBUN TEPPOPU3MY» | YCTpalLeHNeM HaceneHusa n (Unu) nHbiMm doopmamMm NPOTUBOMPABHbBIX
\HaCVIJ'IbCTBeHHbIX NENCTBUN.

TEPPOPUCTUYHECKAA OEATEJIbHOCTb (TEPPOPU3M)

- OpraHusaums, nnaHMpoBaHue, NoarotToska, MHaAHCUPOBaAHWE U peanu3auus TepPOPUCTUYECKOrO akTa;

- NOACTPEKaTENbLCTBO K TEPPOPUCTUHECKOMY aKTy;

- OpraHm3saumsa He3akoHHOro BOOPYXeHHOro doopMmnpoBaHust, NPECTYNHOro coobulecTBa (MPecTynHOW
opraHusauumn), opraHn3oBaHHOW rpynnbl ANs peannu3aunum TeppopUCTUYECKOro akTa, a paBHO ydYacTue B
TaKon CTPYKTYpeE;

- BepboBKa, BOOpYyXeHue, obyyeHne n ncnorb3oBaHME TEPPOPUCTOB;

- NHPOPMALMOHHOE U MHOE NOCOBHNYECTBO B NMNaHMpOBaHUKN, NOATOTOBKE UMK peann3auum
TEPPOPUCTUYECKOTO aKTa;

- Nponaranga naen Teppopuama, pacnpocTpaHeHne matepmanoB UnuM nHdopmaumm, NpusbiBatoLLMX K
OCYLLECTBIIEHUNIO TEPPOPUCTUYECKON OEATENBHOCTM NMOO 0OOCHOBbLIBAOLLINX UM ONpPaBabiBaOLLMX
HeobX04MMOCTb OCYLLIECTBNEHUS TAKOM OEeATENbHOCTM U Op.




NportecTHaa aeATenbHOCTb

NMPOTECTHAA OEATEJNIBHOCTDb - 310 ogHa 13 popm AeATENLHOCTU, BblpaXatoLlasics
B MHWLNMPOBAHUN KOHKYPEHTHbLIX akUuMW UITN y4acTUN B HUX C LENblo OKasaHUs BNUAHUSA
n/Mnn nameHeHuna obuiecteeHHom cutyaummn (B.B. KOoCTeHKO)

KTO BOBJIEKAET MOAPOCTKOB B MNPOTECTHYIO OEATEJIbHOCTDbL?

N [Nonuntnyeckoe aABUXKeHue Facebook
A. HaBanbHoOro VKontakte
D Maptusa «dpyras Poccus» WhatsApp <€l
NMonutnyeckue CpeactBa
OMNMO3ULUOHHbLIE BOBeYeHus
opraHusauyum (coyuarnbHble cemu)
HesaperncrtpmpoBaHHas Telegram

NnGepTapuaHckas napTus TikTok, YouTube <l

Ml MonoaexHblii neBblii PPOHT pasnuyHbie broru




Ona nogpoctka 6bITh B NpoTecrTe — eCTteCTtBeHHOo!

NOOPOCTKOBbLIUN BO3PACT - 310 nepuon counanusauumn, gopmMmnpoBaHnsa camoonpeneneHus,
counanbHOW NOEHTUYHOCTU U MOParibHO-HPABCTBEHHbLIX KAYECTB, HA pa3BUTME KOTOPbIX ocoboe
BNUAHME OKa3blBalOT OLLYLLEHNE rPYrNnoBON NPUHAONIEXHOCTH, NepexmBaHme 4yBCTBa OOLLHOCTMN.

Yy NnoAPOCTKOB APKO BblpaXeHo.

nposiBNeHne cobCcTBEHHON
TOYKWN 3PEHNSA HA HPaBCTBEHHbIE
TpeboBaHUSA N OLIEHKN,
CTPEMMEHNE K NPOSBIIEHUIO
CaMOCO3HaHMA 1 onpeaeneHuns
CBOEro MecTta B »KU3HU

N cpean OKpyXaroLmx

[

-

NokoneHune Z - XNBET B UNcppoBOM
MUpe He CMOTPUT TeneBU3op
MU He yuTaert rasert!

~

J

ByHTapckoe HacTpoeHne NpoTUB MUpa B3POCHbIX,
HecnpaseasIMBOro coumnanbHOro yCTpomcTBa,
HeJoBONbCTBE CODON, COMHEHMSAX B AaNbHENLLNX
NepcrnekTUBax XXM3HU U OEATENBHOCTU, YTO MOXET
NPUBECTU K YY4aCTUIO B IKCTPEMUCTCKUX

U TeEPPOPUCTUYECKNX OpraHM3aumnsX, NPOoTeCTHOM
OBVXEHUWN.

B rpynny pucka BXogsaT Te NOAPOCTKU, Y KOTOPbIX:

cdopMmpoBanach onpeaeneHHas XnusHeHHasi No3nUns U B CTPYKType
NNYHOCTHbIX XapakTePUCTUK MMEETCSH CKITOHHOCTb K arpecCuUBHOMY
B3aMMOAENCTBUIO, HE OCTATOMHO POAUTENBCKOrO BHUMAHNSA U NOAOAEPXKKM,

CBOe€ rnpeancrtaBrneHne o XM3Hn 1 cnpaseasinBoCcTu



DaKTOpPbI, BNMMAIOLLME HA NPOTECTHYIO aKTUBHOCTDb

noapoOCTKOB

OBPA30BATEJIbHbIA CTATYC. MoapocTku 13 cemeit ¢ BbICOKMM 0bpasoBaTenbHbIM
YPOBHEM (YbW poaUTENN UMEIOT BbicLLee 0bpasoBaHue) 6onee CKIOHHbI K BblIpaXXeHuIo
npoTecTa ¢ nomoLubo obpatleHus B cya, k CMU nnu Bnactam, obcyxaeHunio ¢ apy3bamMn m
ceMbel MO CPaBHEHUIO C NOAPOCTKaMN U3 ceMeln CO CpeaHUM obpasoBaHUEM poanTeneu;

pexe BblOunpatoT obpaweHne B cya, kK CMU unu Bnactam, a Takke obcyXgeHue ¢ brnmsknumu;

) MATEPUATBHBLIA CTATYC CEMbMW. MoapocTku U3 cemeli C HU3KMM YpoBHEM Aoxoaa 6onee
CKJTOHHbI K YH4aCTUKO B MaACCOBbIX MPOTECTHbIX MePOonpuAaATnaAXx, rpaxxgaHCKomMy HeNoBNMHOBEHUIO,
9KCTPEMUCTCKUM aencteuaMm. NoapocTkm n3 cemen ¢ 6onee BbICOKMM YPOBHEM JOXO4a pexe
UCMNbITbIBAKOT >KelaHne npoTectoBaTb,

i COLIMANBbHBbIA CTATYC NOAPOCTKA B INPYNME/KINACCE. MoapocTku, oTHOCSLME cebs
K ingepam, vaule, No CpaBHEHUO CO CpeaHEeCTaTyCHbIMU CBEPCTHMKaAMN (MMEOLLMMN
«OrpaHnUYEHHbIN Kpyr NpusaTenen»), npeanovntatoT bonee akTUBHbIE POPMbl BblpaXeHus
NpoTecTa - ydacTue B MacCcoBbIX MeponpusaTusax. NogpocTkuy, YyBcTBYyOLWMNE ceba B Knacce
OOMHOKO, MO CPaBHEHMUIO C TEMU, KOFO «MHOTME YBaXkatoTy, Yallie BblOnpatoT rpakgaHckoe
HEeNOBMHOBEHME, 3KCTPEMMUCTCKUN NYTb UM NpeanoynTatoT «aep)KaTb NPoTeCT B cebey, U
pexe — obcyxaeHne B CEMbE;

B OLIEHKA BYOYLLUX NMEPCMEKTUB. MoapocTku, NECCUMUCTUYHO OLIEHWBaIOLLME CBOM
Oyaywine nepcnekTusbl, 6onee CKMOHHbI K akTUBHbIM (hopMaM BblpaKeHUA NPOTeCTa,;




DaKTOpPbI, BNMMAIOLLME HA NPOTECTHYIO aKTUBHOCTDb

NOoAPOCTKOB

3HaAKOMCTBO C IKCTPEMNCTCKNMUN OpraHn3aumamMmmn, Hann4ymne ﬂpeﬂ,CTaBMTeﬂem IKCTPEMNCTCKNX
OpFaHM3aLlMIZ B CBOEM COUMalibHOM OKPY>XEHUWN,

) OcnabneHHOCTb BocnUTaTenbHoOM paboThl B cucTeMe obpasoBaHus;
HeyyacTue B NOAPOCTKOBbLIX 1 MOSTOAEXHbBIX OOLLECTBEHHbLIX OpraHM3aumsx;
CouunanbHasa HecTabunbHOCTb ObOLLEeCTBAa;
CHWXeHMe KynbTYpPHOro YPOBHS U OTCYTCTBME MPEEMCTBEHHOCTU LEHHOCTEN N YBEXOEHNN NOKONEHWU;

OTcyTCcTBME BO3MOXKHOCTEN NPOBEAEHNS AOCyra NOCPeLCTBOM OpraHM30BaHHbIX KYNbTYPHO-MaCCOBbIX
MEPONPUATUI;

OcnabneHune coumanbHOro KOHTPOIA 3a cHEeT CHMXEeHNA 3Ha4YMMOCTN POOCTBEHHbLIX, COCEACKUX N UHbIX
- coumnarnbHbIX OTHOLUEHUN.

Yem Bblille aKTUBHOCTb NoAPOCTKOB B COLMalJiIbHbIX CeTAX, TeM Jiydile OHU
e OCBE€OOMIJIEHbI O CyLLECTBOBAHUUN IKCTPEMUCTCKUX opraHusauMﬁ.

[Mpryem NogpoCTKU, cumTaroLmne cebs akTUBHbIMU MONb30BATENSAMUM COLMarbHbIX CETEN, N Te, KTO
NPOBOAUT B HMX BorblUe BpeEMEHU, Yalle npeanovynTatoT akTuBHble 0OPMbI BblpaXkeHns rnpoTecTa:
y4yacTune B MUTUHrax, obpauweHune B cyg n CMW, obecyxaeHne ¢ Ornm3knmmn, pexe ykasblBatoT Ha
OTCYTCTBME XefaHUda NPOoTecToBaTb.




CTpemsaTCs K akTMBHbIM NPOTECTaM, K y4acTuio B
MUTUHrax u 3abactoBkax, rpakaaHCcKkomy
HEMNOBMHOBEHUIO, SKCTPEMUCTCKUM AENCTBUSAM,
obpalLeHnio B Cya UIK K BNacTam

[MpeanouunTatoT obeyxaeHme npobnem ¢ ceMben
N OpYy3bAMUN UIM «HOCUTb NPOTECT B cebex




OcobeHHoctn CMM mn cetb UHTEpHeT

3 (PEKTUBHLIN MHCTPYMEHT KOoopAnHauunm NPOTECTHOU OEeATENbHOCTHU: Y4aCTHUKN NPOTECTOB obbeaunHsaTCS
B rpynnel, NponCXoaAnT akKTBHOE CcoUunalribHoOe B3aMMOAEeNCTBME;

3 (PEKTUBHLIN NMHCTPYMEHT BO3OENCTBUSA Ha 3MOLMOHAlIbHYIO ccbepy: cosgaet owyLuieHne npnHagiexHocCTu
K onpeneneHHon coumnanbHom rpynne, 4yBCTBO HENPUATUA ,D,GI;ICTBYI-OIJJ,GVI BNacTH, Bbl3biBaeT I'IOTpe6HOCTb
60p0TbCFI 3a CnpaeeasimBoCTb, MeXHauoHalrlbHYyH, pacoBYyHO U PEJTUTMO3HYIO Bpa>Kﬂ66HOCTb N HEHaBUCTb.
MeToabl aMOLMOHaNLHOro BOBNEYEHNS aKTUBHO NCnoJib3yrTCA NMOJIMTUHECKUMMU 6norepaMM Ha YouTube
KaHarne,

9 PEKTUBHbI UHCTPYMEHT BO3AENCTBUSA Ha BOCTIPUATME U MHTEPNPETaLMo MHopMaLMM O CODbITUSX B
CTpaHe 1 MUPE;

9 peKTMBHbI cnocob GbICTPOro obMeHa 1 coobLLEeHNA MHOPMaLUK, B TOM YMcre NPOTUBOMNPaBHOM;

BGaHK gaHHbIX NMMYHON MHGOPMaLMK nosb3oBaTenen: B coumanbHbix cetax BKoHTakTe, Youtube, Instagram,
Twitter n Facebook npu peructpaummn BBoguMTCS nonb3oBaTenemMm nuyHas nMHopmMaums, no KOTOPOM MOXKHO
onpeaennTb OTHOLLEHME YeroBeka K XXU3HW, NoNuTuKke, Bepe, TON Unn nHom npobneme u np. ATy
NHOPMAaLMIO UCMOMb3YIOT B CBOMX MHTEpPECcax paankasbl, 3KCTPEMUCTbI U TEPPOPUCTI;

nnowjaaka, npeacTasnsaLas HeorpaHMdeHHble BO3MOXXHOCTW co3AaBaTh arnsTepHaTUBHbIE HOBOCTU, B TOM
yncre 1 NpusbiBbl K MUTUHIaM, ONMo3vUUUN U T.4., YAOBMNETBOPSET XKernaHne 06HOBNATbL CTaTyCbl, MPOBEPATh
MOYTY, NMYHblEe coobLleHus. CoumanbHble CeTM — BO3MOXHOCTb AN pa3MeLLeHNss MacCOBbIX PaCChINOK,
«NepernocToBy», BUAEO- U ayauomaTtepuanos, dotorpaduii, JOKYMEHTOB, KOMMEHTAPMEB, CCbINOK Ha
maTtepuarnbl No COOTBETCTBYIOLLIEN TEME C APYrUX PECYPCOB M MH. Ap.

MOBUMBbHbIN MNHTepHET NnocpeacTBOM eXXeQHEBHOIo UCMNob30BaHNA CMapT(OHOB, NpeaoCcTaBALLINNA
LLUMPOKNE BO3MOXHOCTM AN Nosfb3oBaTenen n no3BonsarLwwnm nogyac He KOHTPOJINPpYEMO Nosy4yaTtb
NHopMaLUIO, 3aKauymBaTb MPUNOXKEHNA U arpecCcunBHyIO peknamy, noteHunaribHoO ornacHyr Aans
NCUXONOrNM4YecKoro, HPaBCTBEHHOIO N PU3NYECKOTO 340P0BbS NOAPOCTKOB.




CMMU m cetb UHTEpHeET

KaK cpeacTBa MaHUNynNfAULMM NOQPOCTKaAMM

MAHUNYNALUWUA - ato ncuxonornyeckoe n MHopmaunoHHOE BO3AEUCTBME HA OTAENTbHOIO
yernoseka unu rpynny (00bekT ynpaBneHust) anst UAMeHeHUs1 MbILLNEHUS U NOBEOEHNS BOMPEKU
NHTEpecaMm U XXernaHusm.

— «bpenabl» — BTUpaAKOTCH B AOBEPUN, BBOASAT B 3abnyxaeHue,
oOMaHbIBaloT;
— «Tponnuy» (Tponnun-npodeccmnonHarnsl) — HAMEPEHHO pasKurarT B
ANCKYCCUWN OTpUuLaTenbHblE 3MOLNMK;

Ponu maHunynaTopoB J — «aukTaTopbl» — NOBENEBAIOT, 3aCTABSIHOT;

B UHTepHeTe — «cyabu» (HAaCTaBHMKN) — OAlOT COBETbI, HACTaBMSAOT, 06NMyatoT;
— «KepTBbI» («Npununanbi») — NPOCAT O MOMOLLM, XKanyTcs,
BTMpAaOTCA B JOBEPUE;
— «3aLLUNTHUKNY» — OEMOHCTPUPYHOT CBOO NOAAEPXKKY N NMOMOLLb B
peLueHnn npobnem.

MaHunynsitopoB B UHTepHeTe onpeaensieM no ux A4eMcTBusiM

OHU

— TpebyloT BHMMaHNA K cebe, urpasa posib XXepTBbl, YernoBeka ¢ npobnemamu n np.;

— YrpoXarT U 0OBUHSIOT, CO34al0T AUCKOMAOPT, BbI3bIBAKOT YYBCTBO CTPaxa;

— UPOHM3NPYIOT, NCronb3ysi crabble mecTa nonb3oBaTens,

— 0OBMHSAIOT, TEM CaMblM pa3BUBalOT YyBCTBO BUHbI;

— NUUEMEPST, BEASA NHTPUTH;

— 3aCTaBMSAOT COMHEBATLCA B COOCTBEHHOM aAeKBaTHOCTWN, NMOAMEHSSI CMbICIIbI.




Ncuuxonornyeckue MmexaHu3mbl MaHMMNYNALLAN,

BO3OEUCTBUE HA SMOLIMOHANbHOE COCTOSAAHME
NMAPTHEPA

Tak, Hanpumep, oceBeLLeHne I/IHd)OpMaLI,I/IVI B HErATUBHOM
paKkypce 6y,El,eT cnocobcTeoBaTtb nposABsieHNIO 3anpenernbHblX
AMOLMOHAarbHbIX peaKLI,VIIZ arpeccnMmn 'y aﬂ,peCHOIZ ayanTopumn

MAHUNYITIMPOBAHUE
PECYPCAMU

B cpene nHTepHeT-KOMMYHUKaUM 0COBEHHYIO pPOrb NMEET
cTaTyC: KONIMYECTBO NOAMUCYNKOB, PENTUHT, OLLEHKN 1 Ap. B
TakoM CIiydae MaHUNynaTop MOXET UCMOoMb30BaTb «PECYPChI»
CBOEro akkayHTa ans nosiyyeHns Heobxoammoro pesyrnesrata

SKCMNYATALUUA NMYHOCTHbLIX OCOBEHHOCTEN
OBBbEKTA MAHUNYNAUUA

MaHunynaTop Mcnonb3yeT B NEPBY oMepeab B CBOMX
LiensiX MMYHOCTHbIE OCOOEHHOCTU NoNnb3oBaTenen, nx
NOTPEBHOCTN, MHTEPECHI, LEHHOCTU, MPUBbLIYKN, YyBCTBA

mcnonb3yemblie B UHTepHeTte (A.I'. TpyHOB)
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NCMNONb30OBAHUE
B3AMMOOTHOLLUEHUN

MaHunynsatop ncnosb3yer
onocpenoBaHHOE BriMsHUE
Ha MaHUNynupyemoro 4yepes
ero OKpy>xeHue

(«aopy3en» B coLceTaX)




COBPEMEHHbIe MeéXaHN3Mbl MAaHUNYNATUBHOIO

BO3OAEMUCTBUA Ha NOAPOCTKOB

®EUNKU (chank, ot aHrn. fake — nogaernka) - HOBOCTU, CO34aHHbLIE HAMEPEHHO B LEeNAx
BBeOEHUS B 3abnyxaeHne (3kaHp «ra3eTHOM YTKN» ), MHEHMA MONb3oBaTeNnemn ceTu

B doopMe NOCTOB U KOMMEHTapUeB, KOTOPble BblAalTCA 3a JOCTOBEPHbIE CBEAEHUS;
oTpeaakTupoBaHHas MHopMauus («Nope3aHo», «BbILENSIEHA N3 KOHTEKCTa),
cTaBLUas JOCTOBEPHbLIM pakToM.

®JIELLUMOB - cnnaHmpoBaHHasi MaccoBas akuud, opraHn3oBaHHasi rpynron noaen
Ona NpUBeYeHns BHUMaHns obLecTBEHHOCTH MO 3apaHee crnnaHMpoBaHHOMY
cueHaputo.

XEMNMNEHWHTI - dopma nonntnyeckoro nportecTta, Haxoaswasa cBoe BOMnsioweHne
B TeaTpanmM3oBaHHbIX MACCOBbIX AENUCTBUSAX, UMEKOLLMUX NONUTUYECKYIO
HanpaeBfeHHOCTb. OTNn4yaeTca MMnpoBu3aumnen, OTCYyTCTBMEM CLEHapUS.

NMNEP®OPMAHC - cumBosnunyeckasa v putyarnbHas OesaTenbHOCTb, TeaTpasnbHo-
XyOOXEeCTBEHHOE NpeacTaBrieHne (Hanpumep, akumns naHk-rpynnel «llyccu Panor),
yCTaHOBKa MHCTaNNSAUunM (Hanpumep Haarpobummn noNUTUYECKUM OEATENSM).

[NepdomaHc nnaHMpyeTcs Ha OCHOBE CLEeHapus.




OCHOBHBbIE OHJNTAUH-PUCKMU, BNMAIOLLME HA coumanbHoe
M ncuxonormyeckoe bnarononyume noapocTKoOB

KOHTEHTHbIE PUCKW, Bo3HMKaOWME B NpOLECCE UCMNOSb30BaHUS HaXoasLWmNXcs B CETU MaTepuanos (TEKCTOB,
KapTUHOK, ayamo- n Bnaeodannos, CCbIfIOK Ha pasnuyHble pecypchbl);

» KOMMYHUKALIMOHHBLIE PUCKW — Bo3HUKAIOT B NpoLecce OBLLIEHNS U MEXITUYHOCTHOrO B3anMoaencTBns
nornb3oBaTenen B CeTU;

) NMOTPEBUTEJNIbCKUE PUCKMWU Kkak pesynsrar 3noynotpebnerus B MIHTepHeTe npaBaMu notpebutens, BKNoYaloT B cebs
PUCK NPUOBpPETEHUS TOBApa HU3KOIo KadecTBa, pasfnnyHbIX NOAAENoK, KOHTpadakTHOM 1 danbcupuunpoBaHHOM
npoayKuMn, NOTEPLO AEHEXHbIX cpeacTB 6e3 NnpuobpeTeHns ToBapa Unm ycnyru, XmweHne nepcoHansHomn nHpopmaumm
C U€esbo MOLWWEHHMNYECTBA;

) TEXHUYECKMUE PUCKMW onpenensaioTcss BO3MOXHOCTAMU peanusaLuun yrpo3 noBpexaeH1s nporpaMmmHoro obecrneveHus
KOMMNbIOTEPA, XpaHALLENCA Ha HEM MHGOPMaLMK, HapyLWeHNs ee KOHOUOEHUNaNbHOCTU UNKN XULEHNA NepCOHanbHOM
MHdOPMaUUM NOCPEACTBOM BPEAOHOCHbLIX MporpamMmm (BUPYChl, «4EPBU», «TPOSIHbIY, LUMMOHCKNE NporpamMmel, 60Tkl 1 Ap.);

» PUCKU MHTEPHET-3ABUCUMOCTMU (TEpMUH, MPUMEHSIeMbIii 41151 ONMCaHUS HENPEOOONMMON TAMM K Ype3MepHOMY
ncnonb3oBaHuio MIHTepHeTta). IHTEpPHET-3aBUCUMOCTb HEPEOKO OTHOCAT K ayTOAECTPYKTUBHOMY NOBELAEHUIO.

B nogpocTkoBOM 1 MOSIOOEXHOW Cpefe OHa Yalle BCero npodasnsieTcs B popMe yBIieYeHus BuageonrpaMmmn, HaBa3vymBou
NoTpPeBbHOCTN B OOLLEHNM NOCPEACTBOM MECCEHIXKEPOB, COLMANbHLIX CETEN N (POPYMOB, OHSTANH-NPOCMOTPE

Bnaeoponunkos, dunbMoB 1 cepunanoB. Cpean OCHOBHbIX CUMMTOMOB UHTEPHET-3aBUCMMOCTU: NOTEPSI KOHTPONA

Had BpEMEHEM, NPOBOAUMbBIM B CETU; CUHOPOM OTMEHLI; 3aMeHa peanbHOCTU. Ecnn paccmartpuBaTtb 06LMIA NoKa3aTerb
CKJITOHHOCTW K UHTEPHET-3aBMCMMOCTU, TO Y ABYX CTapLUNX NOAPOCTKOB U3 TPEX N Y MOSTOBUHbI MOSIOAbIX JTH04EN MOXHO
OTMETUTbL OnpeaerieHHY CKITOHHOCTb K Ype3MepHOoM yBNeYeHHOCTH VHTepHeToM




OHNanH-pUCKM NopoXXaarT pa3Hoobpa3Hbie chopMmbl
BEeCTPYKTUBHOIO noBeaeHun

HEFATUBHOE NOBEOEHUE )KXECTOKOE NOBEAEHUE
ArPECCUBHOE NOBEAEHUE




Buabl B3aMmMmogemcTBuA, MCNOJNb3yeMbie NocCpeacTBoOM
coumanbHbIX CeTeM ANA BOBNIeYEeHM A B NPOTEeCTHYIo

AeATeNbHOCTb NOAPOCTKOB

MHOOPMALIMOHHOE - nocpenctsoM npencraBrieHnd
nHpopmaunm B onpeaerieHHoOM CBETE;

COUMAJIBHOE - nocpencrtsom yctaHOBIEHUS
N YKpPENnSIeHNa KOHTaKTOB MexXay NoabMu;

AMOLUMOHAJIbHOE — nocpeacTsom co3gaHus
KOMMeKkca aMouui, MOTUBUPYIOLLNX K OCYLLLECTBITEHUIO
NPOTECTHON AEATENLHOCTH




NocynapcrtBeHHasa NonuTukKa

Poccuunckom ®epepaumm

3dllinTa nogpactarouero nokKomneHunA oT

pa3pyLwarowero B03gencTBUA acoumnanbHbIX
NINYHOCTEMW.

OpaHa un3 Llenen
focypnapCcTBEHHOU NOJSINTUKMU

Ykasowm [NpesngeHTta Poccunckon ®enepaumm ot 29 maa 2017 r. Ne 240

2018-2027 rogbl B Poccunckon degepaunm obbapneHbl ecaTuneTuem getcrea

NNnaH OCHOBHbLIX MepPOonNpPUATUN, MPOBOANMBLIX B paMKax AeCATUIETUS
OetcTBa, Ha nepuog ao 2027 roga BKOYaeT MePONPUATUS:

— no obecneyeHunto 6esonacHOCTM LeTen U NOAPOCTKOB, B TOM YUCIIE NO CO34aHUI0
anga HMX 6esonacHoro MHPOPMaLMOHHOIO NPOCTPaHCTBA;

— OKa3aHMo CBOEBPEMEHHOM MOMOLLM AETSAM, NOAPOCTKAM U UX POaNTENAM

B Cny4ae HapyweHuns npas 1 3aKOHHbIX MHTEPECOB OeTeN N NOAPOCTKOB;

— NpodpunakTuke Tpasnun n KNbeptpasnm (BynnnHr n KMbepOynmmHr);

— 00y4eHunto 6esonacHoMY NoBeAEeHUI0 B MHAOPMaLNMOHHO-TENEKOMMYHUKALUNOHHOM

cetn «MHTepHeT».
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=% WUHTepHeT-pecypcChl - cpeacTBa NPOoTUBOAEUCTBUSA

/¢ MAEoNorum aKCTpemMmmsma, Teppopmuama

B uensax dpopmmnpoBaHns eanHoro MHOOPMaLMOHHOIMO aHTUTEPPOPUCTNHECKOTO
NPOCTPaHCTBa CO34aHbl crneunaribHble cCauTbl U nopTarbl:

« e / »
«Hayka n o6pasoBaHue npoTUB Teppopa» Monopexb n HucTbin UHTepHeT

(pasmelleH Ha 6asze obpasoBaTesibHbIX OpraHM3auumn)

Caut HaumoHanbHOro ueHTpa UHPOPMaLMOHHOIO
NPOTUBOAENCTBUA TEPPOPU3MY U IKCTPEMU3MY «Teppopy HeT»
B oOpa3oBaTenbHOU cpeae u cetn UHTepHeT
https://terrorunet.ru/

Ha nopTanax pasmMeLlatoTcsl CBeAEHUsI O PasnuUyHbIX COUManbHbIX SBIIEHUSX, YrpoXatowwmnx 6e3onacHoCTK obulecTsa,
obcyxgatoTcs akTyanbHble Npobnemsl Teppopuama 1 SKCTpeMmnama, a Takke MHopmaums, cnocobeTayroLLas
HEeNPUATUIO NOMb30oBaTENS MU NOEONOMNMU TEPPOPM3MA U IKCTPEMMU3MA, BOCNUTbIBAKOLWLAA YBAXUTENBHOE OTHOLLEHNE
K OYXOBHbIM U HPABCTBEHHbIM LlEHHOCTAM, TONIEPAHTHOCTU K PESNTUIMO3HbIM KOHGECCUAM pasfiM4yHOro poaa.

[MopTanbl NpUBMeKaT MOMNoAeXb K MONUTUYECKN aKTUBHOWM YacTh HaceneHusa Ans uaeonorndeckon 6opbobl
C TEPPOPU3IMOM U IKCTPEMU3MOB B COBPEMEHHOM MUPE.



http://www.honestnet.ru/
https://ncpti.su/
https://terrorunet.ru/
https://ncpti.su/

OCHOBHbIE AEeMCTBMA NeparorosB U popgurteneu
no npeaynpeXxXpeHuIo U NnpodpPmnakTuKm HeratTuBHoOro

Bo3paeMcTBua cetu MHTepHeT Ha NOAPOCTKOB

O6s3aTenbLHO gUCKyTUpOBaThb N 6eceaoBaTth C NOAPOCTKAMKU O TOM, YTO HE BCS MHbOpMaums, pasmeLleHHas B MIHTepHeTe, —
npasauBas, gocrosepHad. ObcyxaaTb € coumanbHyo, NOSIMTUYECKYIO M SKOHOMUYECKYIO CUTyauuto B Mmpe. HeobxoamMmo 4oHeCTu
00 NOAPOCTKOB pearibHble MOTMBbI U LeN OPraHM3aTopoB akuuim 1 NoCneacTBUS y4acTUA B HUX ONA peanu3aunmy ganbHenwmnx
YXM3HEHHbIX NIaHOB.

3aBeCTU akKayHT B MOnynsapHbIX coLMarnbHbIX CETAX, rae 3aperncTpmpoBaH nogpoCcTokK, AN MOHUMaHUS CYLLHOCTU U HarnpaBlieHHOCTU
MHPOpPMaLNOHHOro noToka. MNMpoaABnATE MHTEpecC K MHopMauumn, KOTOPYHO NoryvaeT NOAPOCTOK: nepeaadn, KHUMM, HOBOCTHbIE CTaTbM,
ccbiikn B VIHTepHeTe n np. CtapaTtbCs NOHATL, KakMe BbiBOAbl U3BIieKaeT NogPOCTOK OT O3HAKOMITEHUS C 9TOM MHOpMaUMeEn,
AVCKYTUpYHTE.

Mcnonb3oBaTtb cpefcTBa 6r1IOKMpOBaHUS HeXenaTenbHOro matepuana, cpeacrtaa poantenbckoro KoHTpons (Kaspersky Safe Kids, mSpy,
Norton Family Parental Control), ¢ noMoLLb0 KOTOPbIX BO3MOXHO OrpaHN4mMBaTh HEXenaTesibHbI KOHTEHT, NPOL4OIMKUTENBbHOCTb
HaxoXOeHns B CETU, a Takke nonb3oBaHne MHTEPHETOM B HOYHOE BPEMS; CPeaACTBa POANTENbCKOro KOHTPONS, NpeaocTaBnsemMble
onepaTtopaMmn MoOBUITbLHOW CBA3M.

Mpuy4yaTb cebs 1 aeTel kK KOHUAEHUMAaNbHOCTU: He coobLaTh NepcoHanbHble AaHHble 0 cebe, aapec, Homep TernedoHa,
He pacckasblBaTb O MatepunanbHOM COCTOSHUM CEMbU, HEe AenUTbCA NpobrneMamu nyenmyHo.

Ctatb APYyrom nogpocTkaM B coumnalribHbIX CETAX (,El,eJ'IVITbCFI NO3NTMBHOMN MH(*)OpMaLLMeVI, n3y4vaTtb NMOCTynarLmne ot Hero CCblJikuy,
Y3HaBaTb

O BUPTYaJIbHbIX APY3bAX, O BCTpedax pe6eHKa/yquV|Ka C HUMI B peaanon XU3HW; eCrn NoAPOCTKa YTO-TO Nnyraet Uin HaCtTopaxXmBaerT,
€My KTO-TO YIrpoXxaetT B coumnalribHbIX CETAX, B nepernnmcke, To oH oba3aTenbHO OOMKEH cOOOLWKUTL 06 3TOM pO,D,I/ITeJ'IFIM).

YBennuunTb BpeM4A obLeHns c nogpocTKaMu, NpoAaBUTb MHTEPEC K KPYTry ero obuweHns: ¢ kem obuaeTcs, Kak npoBOoAUT BpeEMA N KaKune
I'Ip06ﬂeMbI €ro BOJTHYIOT.

Co3sgatb ycrnoBusl Ans opraHu3aumm gocyra: nocelleHne CropTUBHbBIX CEKLMI, KPYXKKOB, 0OLLIECTBEHHbIX OpraHM3aLuii, BOEHHO-
NaTPMOTUYECKNX KIyOOB, YTO NO3BONUT NOAPOCTKY CaMopeanv3oBaThCs U CAMOBbIpaXaTbCsl, a Takke NO3BONUT 3HAYMTENbHO
PacLUMPUTb KPYr ero obLeHus.




OCHOBHbIE AEeMCTBMA NeparorosB U popgurteneu
no npeaynpeXxXpeHuIo U NnpodpPmnakTuKm HeratTuBHoOro

Bo3paeMcTBua cetu MHTepHeT Ha NOAPOCTKOB

) Hanbonee adhdhekTUBHON MEPON 3aLLUUTLI HECOBEPLLUEHHONETHUX OT BANAHNSA NUHTEPHETA MOXET ObIThb
cUCTEMHasi NpodunakTmka, Kak Co CTOPOHbl 0OpasoBaTeNbLHOM OpraHM3aunn, Tak U CO CTOPOHbI poauTenen,
OCHOBaHHas Ha 0by4eHun npasunam 6e3onacHoOro NoOBeAEHUSI B BUPTyanbHOM cpeae, 3HaHUN PUCKOB U
yMEHUM nx nsberatb, NpeogonesaTb HeraTMBHble AENCTBUSA KMbepcoobLiecTsa.

B Heobx0aMMO yCUNUTb KOHTPOSb 3@ PacnpocTpaHeHneM MHAPOPMaLIMK, OKa3blBaKoLLER BINSHNE Ha NOAPOCTKOB
M JOCTYNOM K COLManbHbIM CETAM, MMEIOLLMM HEeOrpaHUYEHHbIR Kpyr nuy, («BKoHTakTe», « OQHOKNaCCHUKNY,
Twitter, Facebook, Instagram).

B» Y nogpocTkoB HeoOxoauMo dOpPMUPOBaTL KPUMUYECKOe MbilieHuUe, CNocoOCTBYIOLLIErO aHann3y

N NPOBEPKN OOCTOBEPHOCTU MHAOPMAaLUK, BbIDOPY KOHTAKTOB B COLICETSX U BNMOKUPOBKN HEXenaTenbHbIX,
co6CcmeeHHYH0 MOYKYy 3PEeHUsI Ha NONUTUYECKYIO CUCTEMY OOLLECTBA, HaebIKU NMPUHSIMuUs
camMmocmosimesibHbIX peweHul, cucmemMy ueHHocmeu, 6as3npyloumxcsa Ha LEHHOCTAX NaTpMoTU3ma,
rpaXkgaHCKOro Mmpa, cornacus u OTBETCTBEHHOCTU, pacwupeHue y4acmusi NToodpocmkKoe @ paseumuu
obuwiecmea, sossieyeHUe 8 MOJIOXKEHbIE Op2aHU3ayuu, Ybsl 0eATENbHOCTb HanpaBeHa Ha peLueHne
coumarnbHbIX, rpaXKaaHCKMX N Apyrux obLweCcTBEHHO BaXKHbIX Npobnem.

I Take dopMMpoBaTh OTHOLLEHME K NEepenocTaM 1 TBUTaM, y4nTb peddnekcum, npexae Yem pasocnars,
oLieHMBaTb NHAOPMALMIO, MOKA3aBLUYIOCH «MPUKONbHOM» U CTaBUTb nepen coboi BONPOC «a TaK fn 3To
NPUKOMBLHO, U HE UrPalo NN A Ha PYKY NPecTynHUKamM?».




drooy ANno UMPNO paspaboTraHbl MeToAMYECKME peKOMeHaauum
no opraHmsaumum paborsl no npocdmnaKkruke yyacrusa

HeCOBEePULWEeHHOJNIETHUX B MAQCCOBbLIX NMPOTECTHbLIX aKLLinuAX (MVITMHI'aX)

MeToanyeckne pekoMeHgaummn ansg negaroroB 1 poauTenen (3akoHHbIX NpeacTaBuTenen) obyyarLmxcs
1 no npodunakTke coumanbHbIX PUCKOB, CBA3AHHBLIX C MaHUMYNATUBHLIM BO3ENCTBUEM CPeCTB MacCOBOM
NHdOPMaLIMN U CETU UHTEPHET

2 MeTogundeckmne pekomeHagaunm ans pogurterien (3akoHHbIX NnpeactaBuTenemn) no npodunakTnke
NPOTUBOMNPABHOIO NoBeAEHNS HECOBEPLLUEHHOSETHMUX U NX Yy4aCcTUA B NPOTECTHOM ABUXEHUU

3 MeToanyeckne pekoMeHgaunmn onsa negaroroB no opraHu3aumm npodunakTnyeckon padoTbl, HanpaBneHHON
Ha HegonyLleHne y4acTus HeCOBEPLLEHHOMNETHUX B HECAHKLIMOHUPOBAHHbIX akKLMAX U MUTUHIax

MeToanyeckne pekoMeHaaunm ansg neaaroroB 1 poauTenen (3akoHHbIX NpeacTaBUTenen) obyyarLmxcs

4 MO Pa3BUTUIO HABbIKOB KPUTMYECKOrO MbILLNEHUsT 06y4atoLLnXCs, NO3BONSAOLErNO NPOTUBOCTOSATh
MaHUMYNATUBHBbIM BO3OENCTBUSIM CPEACTB MacCOBOM MHAOPMaLMK U CETU UHTEPHET, BOBMEKAKLLMX
NOAPOCTKOB B MPOTECTHYHO AEATENBHOCTb

MeToanyeckne pekoMeHOauunn and rnegaroroB rno pa3snUTmMO HaBblKOB Y4H4aCTUA B KOHCTPYKTUBHbIX
5 ONCKYCCUAX, HaMnpaBii€HHbIX Ha MPOTUBOCTOAHNE MaHUNYINATUBHbIM BO31ENCTBUAM cpencTB MaCcCOBOU
I/IHCbOpMaLI,I/II/I N CETU MHTEPHET, BOBJIEKAOLLIX NOAPOCTKOB B NMPOTECTHYHO AEeATEJIbHOCTb



https://firpo.ru/

MUHUCTEPCTBO NPOCBELLEHNA POCCUNCKON ®EQEPAL NN

®EONEPAJIbHOE TOCYOAPCTBEHHOE BIOOAXETHOE OBPA3OBATEJIBHOE
YYPEXOEHWE
AOMOJIHUTEJIbBHOTI O NMPOPECCNOHAJIbHOIO OBPA30OBAHWA

«NHCTUTYT PA3BUTUA MPODECCNOHAJIBHOITO OBPA3OBAHWA»

LEHTP COOEPXXAHUA U OLLEHKU KAYECTBA CINO
HAYYHO-METOAWYECKWUA OTAEN

CoctaButenb: LaweHkoBa EneHa AHaTONbLEBHa,
K.M.H., QoueHT, HayanbHMK HMO

1 HayyHo-meToanyeckun otgen
cams@firpo.ru Ten, pab. +7 (915) 499-64.
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